Middleware Domain Principles
General Domain Principles

The general domain principles are based on the Conceptual Architecture Principles agreed to by the State of Connecticut.  These general domain principles serve as a starting point for the evaluation, selection, acquisition, deployment and management of middleware technologies.

Consistency with other architectural principles.

Definition

The principles for decision making within this domain must also be filtered through these “standard domain” principles, in addition to the conceptual architecture principles

Rationale

As an “integration domain”, this domain must interact with each of the principles across domain intersection points as well as support the over-arching conceptual architecture principles.

Use middleware to support logical partitioning and boundaries.

Definition

Messaging Oriented and Object Request Broker middleware technologies will be used to develop and maintain the logical partitioning of applications and databases within N-Tier architectures.

Rationale

Messaging Oriented and Object Request Broker middleware are the preferred methods to allow applications to be partitioned into discrete parts (objects) and distributed across multiple platforms.  This is direct support of conceptual architectural principles 15 and 16.

Implications

· Requires a change in how applications are designed and built.

· Requires high degree of programming discipline to achieve real benefits.

Use mainstream technologies based on industry standards.

Definition

Middleware products and solutions will use industry-proven, mainstream technologies with priority given to products adhering to industry standards and open architecture.  We will choose standards that are open, pervasive and non-proprietary, whenever possible.

Rationale

Industry standard protocols and interfaces minimize the dependence between application and platform infrastructure, and simplify the support of the distributed environment.  Choosing proprietary systems, in lieu of open, may come at a higher cost to transfer to an open standard, or different standard, later.  Using mainstream, standards based solutions helps to assure adequate numbers of external implementers, training sources and technical support options.

Implications

· Need to have a mechanism to accommodate innovation from smaller, non-mainstream vendors.

· May mean replacement of current implementations sooner in their life cycle to achieve greater uniformity in deployment.

Use scalable middleware components and products.

Definition

The underlying middleware technology infrastructure and products must be scalable in size, capacity, and functionality to meet changing business and technical requirements.

Rationale

Use of scalable components and products encourages the re-use of those components and products.  This reduces the overall cost of ownership.

Implications

· May increase the initial costs of development and deployment.

· Scalability must be reviewed for both upward and downward capability.

Minimize middleware configurations.

Definition

Middleware components and implementation will consist of a small number of standardized configurations that are designed for cross platform deployment and integration.

Rational

Reducing uniqueness in product selection and standardization reduces support and maintenance costs, and simplifies training and skills transfer.  This is the most efficient approach to enterprise-wide middleware configuration and maintenance.

Implications

· May have to sub-optimize solutions in some business situations.

· Need to manage a process of regular replacement of middleware components to ensure the retirement of Not Supported and unique configurations.

Component Specific Principles

The component specific principles are, in essence, the “mandatory” guidelines to be followed by agencies or consultants when choosing or deploying middleware solutions or applications.

Use MOM and ORB middleware to reduce integration complexity. 

Definition

Message Oriented Middleware (MOM) and Object Request Broker (ORB) middleware technologies will be the preferred method of reducing integration complexity when designing communication between the tiers of distributed applications, and between applications running on the same or different platforms.

Rationale

N-tier architecture is the preferred means of distributing applications (refer to Conceptual Architecture Principles).  The tiers of a distributed application often run on different platforms (client, mid-tier application server, database server) and must be able to communicate.  The use of MOM and ORB middleware helps to standardize the solutions to heterogeneous communication requirements thus reducing application complexity and total cost of ownership.

Implications

· Use of middleware for communication between application tiers and platforms may increase up-front development and acquisition costs.

· Requires a wider (possibly enterprise wide) focus when designing and deploying applications.

· Middleware components will have to designed, acquired, developed, or enhanced such that data and processes can be shared and integrated;

Use MOM when connecting to legacy systems.

Definition

Message Oriented Middleware should be the preferred method for “wrapping” legacy applications to provide connectivity between legacy systems and client/server or Internet applications.  The legacy applications can be running on mainframes (or equivalents), older mid-range platforms.

Rationale

Message-oriented middleware is more appropriate to handle application to application communication when the target application is running on the mainframe.  .  MOM based solutions promote loosely coupled, highly granular solutions.  This approach also yields greater flexibility and adaptability.

Implications

· Existing solutions such as “screen scraping” with single function products, or terminal emulation become “Not Supported” or transitional.

· The strategies for application integration will need to be fully evaluated against the current and future needs of the organization

· Advanced approaches such as legacy wrapping and message brokers require more effort to produce results than does screen scraping or using propriety database interface mechanisms.

· Places greater dependence on network or server based security and authorization mechanisms.

Use database middleware and TPM middleware.

Definition

A middleware layer will be used to connect the business logic tier to the data access tier (or back-end databases).  This layer can be the database access components or transaction processing monitor (TPM) components.

Rationale

Using a database middleware layer buffers the application from platform dependent interfaces and SQL statements.  Use of database middleware supports the adaptability of the systems architecture, and it supports the flexibility and scalability of applications using back-end databases.

Implications

· The facilities provided by transaction monitors will have to be qualified against the application requirements to determine if such an approach is warranted.

· Investment in this technology requires systems management expertise to configure and monitor usage.

· Proprietary database middleware should be implemented in a manner designed to reduce product dependencies.

Use asynchronous communications.

Definition

Asynchronous messaging (MOM, ORBs etc.) products and configurations should be used when ever possible.  Synchronous communication will be used if appropriate in the context of the applications; even then, preference will be given to asynchronous communication run in pseudo-synchronous mode.

Rationale

Asynchronous communication offers more flexibility than synchronous communication.  Asynchronous messaging allows the downstream process to decide on an appropriate processing strategy to optimize its throughput and/or respond to different priority requests.  This promotes increased performance, flexibility and scalability of the application.

Implications

· Requires changes in the application developer’s “mind-set”.

Use MOM when providing connectivity for remote users.

Definition

Message-oriented middleware is appropriate when remote processes need to post to post transactions on central servers after connecting via dial up facilities or other bandwidth limited communication links.

Rationale

The transactions can be queued and asynchronously processed by a target application.  This use of MOM takes advantage of asynchronous processing and guaranteed delivery capabilities.  In addition, message queuing allows messages to be stored by the middleware and acted upon when the receiving application chooses to.

Implications

· Requires that security be a service that can be used by middleware components.

Consistency In Naming Conventions

Definition

Middleware components and objects will utilize a consistent naming convention and schema.

Rationale

Consistency in naming conventions and schema will facilitate use and re-use of components, thus increasing productivity and uniformity.

Implications

· Achieving consistency in naming conventions and schema will require considerable planning, and collaboration between business units.  This is not easy to achieve.

· There are considerable dependencies on the activities in the network and collaborative/directory for achieving consistency in naming.

Reuse Security and Access Control Components.

Definition

Middleware components will not duplicate identification, authorization or access controls already provided by common or shared security or access control mechanisms or servers.

Rationale

Reusing the common security and access control mechanisms avoids inconsistencies and redundant work needed to provide and maintain those mechanisms.  This principle was called out explicitly to denote the importance of the interaction between this domain and the Network and Collaborative/Directory domains.  This principle is consistent with the intent of the principles in both those domains.

Implications

· Middleware components act as “conduits” for security and access control information.  Authentication and authorization are a function of other network or infrastructure services.

Best Practices Principles

The “best practices” principles are intended to ensure that the State achieves a high degree of return on its investments in middleware technology.

Availability of training and technical support.

Definition

Training and technical support must be available for all middleware tools and software selected.  A program of regular training will be provided to developers and designers in the effective use of middleware tools, software and components.  In addition, technical support must be made available either through internal resources, or through “outsourcing”, or through both.

Rationale

The correct and effective implementation of middleware components requires knowledgeable personnel.  A lack of adequate technical support often leads to failed projects or an inability to provide timely problem resolution.

Implications

· This training will be targeted to those who need such training

· The appropriate timing for training will have to be factored into the development of projects and systems.

· Requirements for technical support must be included in project definitions and in procurements when necessary.

Document object functionality and public interfaces.

Definition

When using object oriented middleware, developers will document public interfaces and object functionality.  This is also applicable to the components of message oriented middle implementations.

Rationale

The documentation of public interfaces and object functionality will facilitate sharing of components across applications and the reuse of components.

Implications

· Will need to use the facilities of the language or tool to automate this activity.

· Developers will need to provide example code or applets as part of the documentation.

