1) Technology Components

The following technical components are necessary for the successful implementations of LANs:

(1) Topology

The way a network is physically wired refers to the network topology. There are three topologies used today, bus, ring, and star (see figure 1 below).
In a bus topology, each device is connected to the network in a sequential manner so that, if the connection of one device on the LAN fails, the whole network fails. A ring topology connects devices in a closed loop. As with the bus topology, a problem with a single connection in a ring network will cause a failure from that point on the ring to the end. The star topology uses a central hub or switch to which each network device is connected. Problems with a connection in a star network only affect that one device. Because each network device is attached individually, a star topology provides the capability to easily add and remove devices as necessary. Today’s computing environments are dynamic infrastructures in which network configurations are constantly tuned, upgraded, and modified in order to meet changing demands and technology innovations. The star topology responds well to such demands.
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Figure 1. LAN topologies

(2) Protocol

For two devices to communicate within a network they must both speak the same language or protocol. When devices do not use the same network protocol, they must use an interpretive device, or gateway, that translates the language one device uses into a language another device can understand. Coordinating the use of protocols across an enterprise WAN enables the State to minimize the necessity for translations and, thereby, reduce support and capacity requirements.

The Institute of Electrical and Electronics Engineers (IEEE) is the organization primarily responsible for establishing standards for network protocols. The most widely used standards are IEEE 802.5 (Token Ring) and IEEE 802.3 (Ethernet). IEEE can support 10/100 Mbps. Emerging high performance protocol include 802.3ab Gigabit Ethernet. Gigabit will support multi-media communication technology that can handle telephony and video as well as conventional data.

Asynchronous Transfer Mode (ATM) at one point in time was thought to be a viable LAN technology but not any longer. The most widely accepted forms of Ethernet are 10BaseT Ethernet and 100BaseT Fast Ethernet. The number in the name stands for the signal speed in megabits per second (Mbps). The Base means that devices on the network transmit using the network’s entire bandwidth (e.g., 10 Mbps or 100 Mbps). The T stands for twisted pair wiring. Used in a star topology, 10BaseT and 100BaseT are a reliable, scaleable, and maintainable choice. 100BaseT Fast and 1000Base T Ethernet has the bandwidth necessary to support the needs of future voice and video requirements.

(3) Cabling

The basic component of each network topology is the cabling. Cabling options for the network depend upon the particular requirements of a LAN. Factors such as the distance between devices, volume of throughput, number of devices and network topology can determine what type of cabling is best suited for the LAN. When looking at the cabling of a network, the rule of thumb is that the technology used should have an expected useful life of approximately 8 years. The types of network cabling most commonly used are:

· Twisted pair. Twisted pair cabling comes in both shielded (STP) and unshielded (UTP) types. STP cable is primarily used in Token-Ring environments. UTP supports almost all network applications such as voice, Token-Ring, Ethernet, and even Asynchronous Transfer Mode (ATM). A chosen Category 5E UTP should be certified for 100 MBPS. Newer grades of UTP are being developed to support higher speed technologies such as gigabit Ethernet.
· Coaxial cable. Coaxial cabling is generally used for video application.

· Fiber optic. Uses light impulses instead of electrical impulses to transmit data from point A to point B. It can carry a signal further than copper cabling and can meet demands for higher bandwidth. It is often used in conjunction with other cabling, for vertical MDF, in buildings to provide a network backbone between hubs and switches.
(4) Hubs and Switches

In an Ethernet network, each device is cabled to the LAN hub in a star topology. This hub contains one port for each device connected to it. Hubs act as the LAN “traffic cop” allowing streams of information traffic to flow between the ports in an orderly manner. In the event a port is busy the hub provides a buffer to hold the information until the port is freed up. The hub is an ideal point for network management due to its central location and because all network traffic flows through it. The hub is not favorable to security, since all the traffic flows between the ports (see Figure 2 below)

Network Switches are multi-port bridges, but share some characteristics as routers. Like routers, switches divide the network into a number of network segments (each physical switch port can be considered as a separate network). Each port can operate without interference from traffic local to any other segment. Switching is performed at layer two of the seven-layer model, the same as bridging. Switches can be used in conjunction with or instead of hubs. Through the use of switching, network traffic is balanced across multiple segments thus reducing resource contention and increasing throughput capacity. Switches are also used to improve security thorough port segmentation. 

Switches enable network managers to divide networks into Virtual LANs (VLANs). A VLAN is basically a limited broadcast domain, meaning that all members of a VLAN receive every broadcast packet sent by members of the same VLAN but not packets sent by members of a different VLAN. All the members of a VLAN are grouped logically into the same broadcast domain independent of their physical location. Adds, moves and changes (MACs) are achieved via software within a VLAN. No routing is required among members of a VLAN.
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Figure 2. LAN topologies
