Principles

Domain principles are intended to guide the evaluation selection, design, construction and implementation of the domain and elements.

Principle 1: The Network provides an infrastructure to support all communications and application requirements 

Rationale:

The network today is a global highway. It must be positioned to enable access to information regardless of the method of delivery, or the location of the client. The network is the essential enabling technology for a variety of information, resources and applications. In addition to supporting the immediate scope, the infrastructure must be positioned to support transparently, public business entities that are required to perform State services.

Principle 2: The Network is available 24x7x365.  Access to the network can be anytime from anywhere.

Rationale:

Networks have become a critical and integral part of the Federal, State, and local business functions and processes. Failure of any single element can have a severe and adverse effect on one or more business applications or services. Reliable networks contain no single point of failure. Fault tolerance and reliability must be built-in.  Network access and usage must minimize latency.  Data must pass across the network in a timely manner so that business decisions can be based on up-to-date information. Network must support both E-Commence and M-Commence

Principle 3: Networks must be designed for growth, flexibility and quick adaptability

Rationale:

IP protocol must be used by all network solutions. This will provide the scalability, flexibility, and consistency to respond to changing business requirements. Open protocols give the State the opportunity to take advantage of scalable/modular off the shelf components thereby reducing the time to respond to business requirements. The use of TCP/IP enlivens the State to support common access to public networks and applications while minimizing the total cost of ownership 

Principle 4: Networks must be designed with safety and security of data being a high priority.

Rationale:

State business operations and applications are valuable State assets. Therefore, Enterprise network systems will be implemented in adherence with all security, confidentiality and privacy policies and applicable statutes. Clients who need to access the Infrastructure from private or public networks must obtain authorization and authentication under the guidelines set by the enterprise. Attention must be paid to new and emerging technology, such as Biometrics technology and wireless. 

Principle 5: The network must use industry-proven, mainstream technologies, with priority given to network products adhering to industry standards, open architecture, and de-facto standards

Rationale:

Adhering to Industry Standards will help avoid the dependence on weak vendors and yet give us the flexibility of using de-facto standards where there is a clear technology advantage in utilizing a vendor who is a leader in developing technological network infrastructure. This will ensure robust product support and enable greater use of commercial off the shelf solutions. 

Principle 6: The network must be manageable and be maintained in a way that provides proactive response capability, Service level agreement statistics and a total cost of ownership model that is beneficial to the State.

Rationale:

Customers require a certain level of service. A centrally developed and managed infrastructure provides a more cost-effective use of infrastructure resources and allows for leveraging skills across the enterprise to deliver this service. Reliable networks contain no single point of failure.  Networks are comprised of many components, and are only as reliable as the weakest link. Reliability and scalability must be built-in, not added-on. To insure delivery of these services, class of service and content policy management functionality will be applied.

