Technology Principles

The following principles guide the design and selection of Enterprise Systems Management technology components that will support computing activities across the enterprise:

Limit the number of permutations in products 

Rationale: 

Organizations should limit the number of permutations in products to facilitate support efforts and reduce long-term support costs.  For every additional permutation of a deployed product, there is a corresponding increase in complexity and costs to support the different permutation.

Minimize "unique" performance tuning requirements

Rationale:

Performance tuning for unique/non-standard components is not worth the increased maintenance costs of multiple configurations.  Performance tuning can inhibit change by encouraging comfort with the status quo.  It’s much more cost effective to find an equivalent supported product that meets the functionality required by such a “unique” solution.

Selected tools must support the definition of reliable metrics and provide reports for proactive Enterprise Systems Management

Rationale:

Reliable metrics and reports must be defined and used to assist managers, help desk staff, and the client community to assess the effectiveness of the help desk in meeting organizational goals.  Both consolidated high level and low level detailed measures are critical to successful service desk operations.  Monitoring system information and trend analysis of performance statistics for comparing system operations generates important information necessary to remotely support each of the domains and their sub-components monitored by Enterprise Systems Management.  Metrics should be used and supported by each particular tool to identify trends and to support a proactive management approach that anticipates and avoids problems

Maintain configuration inventories in real time

Rationale:

Inventories of hardware and software configurations should be maintained by, or be available to the help desk, network operations center staff and other Enterprise Systems Management and ISD support team members.  Such information should include all physical components (processor, RAM, disk drive, network cards, add-on cards) and other types of relevant information.

Any selected Enterprise Systems Management software should provide some linkage to inventory management.  Examples could include the use of inventory ‘agents’ or applications that survey and record current inventory facilitate collection from desktops and servers.

Enterprise Systems Management solutions shall encompass support for remote Enterprise Systems Management

Some examples of remote Enterprise Systems Management services include:

· Backup, archiving and recovery

· System, database and application monitoring 

· Software distribution to the server and/or desktop

Implications:

There are two inferences from this principle:

· Enterprise Systems Management solutions must provide remote access and authentication from systems that are not dedicated to the Enterprise Systems Management solution.  For example, an engineer who receives a support call at home should be able to dial-in, check the status and take any corrective actions that the system allows, remotely.

· For systems that are remote (i.e., not physically connected to the systems at the State), the tools should support the management of the remote system when connected to the network, regardless of connection method.

Selected solutions shall limit customer responsibilities for Enterprise Systems Management

Similar to the requirement for remote Enterprise Systems Management, this principle reinforces the concept and tightens the requirement by recognizing the costs for THE STATE to provide competent staff to perform such functions at remote locations.

Rationale:

Therefore, although the equipment may be located close to the business community, local user efforts should be concentrated on performing their business functions rather than on system management tasks such as system configuration, debugging and/or backup.

Design for advance notice of failure

System components should proactively ALERT in advance of failure including predictive capability.

Rationale:

System generated alarms and alerts should be automatically routed to the appropriate Enterprise Systems Management resource.  For example: 

· Database problems should be routed to the database support group.

· PC hardware problems should be routed to PC support.

· Agents should be able to issue alerts for both hardware and applications.

Disaster recovery and backup solutions protect server, application and data integrity

Rationale:

Although, at times, it may be important to reduce the points of failure in a deployed solution, it is much more important to provide disaster recovery services in case of a complete failure.  It is the responsibility of this domain to ensure that the State can continue to operate any solution given a reasonable SLA (negotiated between the business and ISD).  The domain should be able to provide such a solution for any given server, application or data set.

Enterprise Systems Management tools shall support the monitoring and measuring of capacity (inventory), systems reliability (uptime), system stability and accessibility

Rationale:

Recognizing that there may be different tools for managing different solutions, it is still important to seek consistency for selected tool sets.  The common area of consistency is in providing proactive solutions for these purposes.

Business Continuity Oriented Principles

Mainstream Technologies

IT solutions will use industry-proven, mainstream technologies.

Justification

· Avoids dependence on weak vendors.

· Reduces risk.

· Ensures robust product support.

· Enables greater use of commercial-off-the-shelf solutions.

Implications

· Need to establish criteria for vendor selection and performance measurement.

· Need to establish criteria to identify the weak vendors and poor technology solutions.

· Requires migration away from existing weak products in the technology portfolio.

Industry Standards

Priority will be given to products adhering to industry standards and open architecture.

Justification

· Avoids dependence on weak vendors.

· Reduces risks.

· Ensures robust product support.

· Enables greater use of Commercial-off-the-Shelf solutions.

· Allows flexibility and adaptability in product replacement.

Implications

· Requires a culture shift

· Need to establish criteria to identify standards and the products using them.

· IT organizations will need to determine how they will transition to this mode.

Disaster Recovery / Business Continuity

An assessment of business recovery requirements is mandatory when acquiring, developing, enhancing or outsourcing systems.  Based on that assessment, appropriate disaster recovery and business continuity planning, design and testing will take place.

Justification

· Due to factors such as the Internet and Y2K, customers and partners have heightened awareness of systems availability.

· The pressure to maintain availability will increase in importance.  Any significant visible loss of system stability could negatively impact our image.

· Continuation of business activities without IT is becoming harder.

· Application systems and data are valuable State assets that must be protected.

Implications

· Systems will need to be categorized according to business recovery needs (e.g.  business critical, non-critical, not required).

· Alternate computing capabilities need to be in place.

· Systems should be designed with fault tolerance and recovery in mind.

· Plans for work site recovery will need to be in place.

· Costs may be higher.

Scalability

The underlying technology infrastructure and applications must be scalable in size, capacity, and functionality to meet changing business and technical requirements.

Justification

· The Total Cost of Ownership is minimized.

· Encourages reuse.

· Leverages the continuing decline in hardware costs.

Implications

· Scalability must be reviewed for both “upward” and “downward” capability.

· May increase initial costs of development and deployment.

Will reduce some solution choices.

