Help Desk

The expansion from mainframe host-based systems to distributed systems has dramatically increased the complexity of the State’s business and computing environment.  Technological advances, including desktops, laptops, LANs, WANs, office automation, Internet, remote virtual office access, decision support systems, and e-mail/groupware, offer many new opportunities for improving the state’s business processes and providing increased citizen interaction with government.  

However, the variety of new technology options also increases user frustration and heightens demand for quality support.  One of the most important Enterprise Systems Management Architecture components is the Help Desk.  It must be designed as a customer-oriented business driven service center intimately linked with enterprise computing.  A strong help desk structure provides the user support necessary to build and sustain a modern computing environment.

The main frame era help desk

Prior to 1990, the traditional help desk existed to support mainframe computing.  It was a front-end support organization for mainframe applications.  The help desk was part of a larger technical organization geared to support mainframe operations by fixing technical problems onsite.  Its focus was reactive.  Staff waited for users to call with problems, which were logged and dispatched.  

First level help desk employees were trained to perform only the most basic operations (e.g.  password resets).  When a more complex call was received, the help desk was just a ‘pass through’ or entry point to obtaining services.  A problem was identified and channeled to the appropriate technician, who worked on the defect and fixed it in the centralized data center (i.e., glass house).  

The technician fixing the problem had very little, if any contact with the caller.  The job objective was to support the mainframe operation, not the user’s business.  Most help desk positions were entry level.  Many help desk applications were simple, non-integrated, home grown problem-recording systems.  Operational metrics were collected and were a count of the number and type of calls.  This traditional help desk as problem collector and dispatcher many times led to negative user perceptions of the help desk.

Mid 90’s help desk

In the early 1990’s, the service driven help desk evolved as a response to the increasing complexity of the distributed computing environment.  It is focused on user support and driven by the business process.  Client/server architectures often times appear easier than the mainframe for the average user to understand and operate; therefore, client/server systems are used more and customer expectations are higher.  

However, the many integrated components of client/server systems make it much more difficult for the average user to diagnose and solve his/her own problems.  It is unreasonable to expect a customer to determine if the cause of the problem lies in the application, network or hardware and further decide where to seek assistance.  A centralized help desk provides a single point of contact, SPOC (one number to call), which automatically routes the service request to the appropriate resource.

The growth of disparate and departmentalized client/server systems has increased the complexities of IT systems management.  Is has also changed the way services are delivered and who receives them.  The evolution of the help desk into an automated service desk is an outgrowth of IT management’s response to a steady increase in a wide range of user support requests, service delivery issues, and a more complex computing environment.

The modern service driven help desk

The modern help desk is the cornerstone of the enterprise’s virtual computing management infrastructure.  The help desk uses technology wisely to expand into a "fully" operational support center.  Its mission is to enable productivity.  The modern help desk has the following characteristics.

· It is driven by business needs.

· Centers on customer service.

· Is staffed by career professionals.

· Uses state of the art automated tools to record and track user requests for service.

· Builds knowledge bases of solutions to common problems.

· It empowers both support staff and customers.

· Fosters communication by sharing data and transferring requests among geographically disbursed locations.

· It collects and uses sophisticated metrics to avoid problems that reoccur.

· Performs the problem and resolution management functions.

· Integrates with many other support functions including change, service, operations, asset management, training, installation, and maintenance services.

· Uses a process-oriented approach to link business needs with technology management. 

The Help Desk component of the Enterprise Systems Management Architecture supports the ability of all help desks in the state to maintain their own help desk database.  It also makes it possible to access and share an enterprise-wide database of client, request, and resolution information.  This sharing of information enables the state to more efficiently identify and resolve user problems.  It builds on and improves the internal efficiencies of departments.  

Electronic Software Distribution


Major software rollouts continuously fall six to nine months behind schedule, due to the Herculean task of delivering applications to a distributed enterprise of heterogeneous clients.  Currently, most organizations rely on manual software distribution for application rollouts.  Although electronic software distribution (ESD) is not a “Silver Bullet” solution, with proper planning ESD will alleviate much of the repetitive “grunt-level” work.  In addition, third-party vendors (e.g., McAfee, Novell, Microsoft, Intel, Seagate, Attachmate, Tivoli) have significantly improved ESD functionality in the last 12 months with: rollback capabilities, network bandwidth control, and ODBC back-end databases.

Packaging

Packaging is the critical point in ESD; its strength will determine most successes and failures.  Packaging is the act of taking a software request and bundling the software to be delivered (with necessary installation routines, pre-installation checks, post-installation activities, and any backup that may be necessary) into a single deliverable unit.  Organization should establish a set of “common” packages, which are the applications used by the entire enterprise (e.g., word processors, client shells, or standard application interfaces) or large user communities.  Common packages should be distributed on a timely, well-publicized basis, typically a few times a year.  The other type of package is the “exception” package (applications used by a small user population), with sporadic distribution.  The goal is to minimize exception packages, as they will present the most work and cost.  One minimization strategy is constantly monitoring which exceptions are requested and promoting them to the common type, therefore making them part of the resource planning and not the interrupt activity.  It is also important to establish guidelines for expected delivery of exception packages (e.g., delivery can be expected one week after approval is given).  Organizations should have at least one full-time person creating and testing packages Poorly created and tested packages are the leading cause of failure.  If exception distributions exceed four to five per month, additional personnel will be required.  Some packages will be too large to distribute over the network (typically any package above 20MB).  In these cases, packages should still be created, with other media (e.g., CDs) used for distribution.

Current packaging technology is either script-driven or snapshot.  Script-driven packages are essentially install programs where a script is wrapped around the application’s own installation pre/post-installation routines.  When using snapshot packaging, the application is installed on a test machine; a snapshot is then taken of the machines before and after appearance (e.g., which files are present; registry entries; system file or setting changes).  When installing on a client, the snapshot package then reviews the client machine and adds anything else that is required to make it mirror the test machine.

Distribution

Distribution is the act of creating the list of and sending packages to the recipients.  This involves sending the software directly to the end users, and the stages a package must go through in delivery.  Bandwidth consumption is a consideration.  To minimize this, a tool should be deployed with regional distribution hubs, where a package is delivered from a central point to the hub (over a WAN) and then replicated at the hub and distributed locally over a LAN.  Distribution considerations must be taken into account when architecture designing the installations of an ESD tools.  (e.g., where to locate the hubs).  Distribution is not always done over the network.  In cases where packages are too large, media (containing the package) should be sent to end-users.  The client-side installation should still be automated, the package on the media doing as much work automatically as possible.  The ESD process should plan for these cases, allowing extra time for distributions to complete.  These manual distributions will normally occur with common package.  Creating lists of recipients should leverage both inventory data and directory data.  Inventory data should be used to identify where applications reside when doing upgrades.  Directory data should be leveraged for identification of departments, groups, and other users that will all receive like applications.  

Client-Side Installation

Client-side installation is the point where the software is actually laid down on a machine or target.  End-user actions can cause many failures (e.g., machine turned off, not executing CD-based install), so education is required.  No matter how little intervention is required by end users, they should always be notified of a distribution.

Reporting

Reporting is necessary on all packages.  This should be done not just through the ESD tool itself, but also through reading the inventory database, mainly after manual packages have been sent out.  Reports should also be reviewed to look for ways to improve ESD processes (e.g., identify candidates for common packages, identify significant failure patterns).

Ownership

The electronic software distribution (ESD) process will touch not only the software recipients (or end users), but also the help desk, PC support teams, application teams, and technical services teams.  Any distribution should be submitted via an enterprise change management process.  This process would notify all parties involved that a distribution, or change, is occurring.  Managing the entire ESD process, distributing the software, monitoring end-user installations, and reporting on the process should be owned by the PC support team, as it is closest to the PC configurations.  The help desk should not just be notified by the change management process, but it should also have access to the reporting system (providing data on successes and failures).  It should even have the ability to distribute approved packages to fix problems.  Packaging processes, the most labor-intensive, will be divided among several teams, where the full-time packaging personnel resides at the management level.  Each application team should be responsible for creating and testing the packages for its given applications.  However, the PC support team should package shrink-wrapped software, as this team has more knowledge of and exposure to the packages.  Finally, associated technical service teams should create any server or back-office software installation or upgrade packages.  The PC team should drive common packages.

· Eliminates desktop visits and human error by electronically distributing software to all desktops and servers on the network from a central location.

· Allows administrators to control application deployment and to have it occur during a specific time of day to avoid network congestion or to distribute software after certain dates to ensure users are trained first.

· Provides an installation tool that allows administrators to make changes and write scripts to custom tailor applications to their environments.

· Unattended software installation where no user interaction is needed and can be done on off-hours.

· Report on the status of distributed installations so administrators know when software was correctly installed.

Systems Management

Systems management is the coordination and management of computer systems throughout the enterprise.  It includes the large mainframe systems as well as distributed systems.  While the mainframe has evolved into a stable and disciplined environment, the management of distributed computing has become a more complex endeavor.  This is due to the architecture and the limitations of tools to monitor and analyze this diverse environment of computer nodes, networks, and applications.  Over time, network resources have become critical components for many systems and true systems management encompasses the coordination of system and network resources throughout the enterprise.  Systems and network management are discussed separately in this document, but they both attempt to address many of the same issues.  Critical elements such as performance, capacity, and configuration need to be incorporated into both areas.  This overlap has led some to combine the discipline into a much broader category called Network/Systems Management.  For our purposes, we have left them separate.  We recognize that it makes sense to have a large degree of integration between the two.  One cannot be managed without the other.

Systems management also includes the monitoring and management of peripheral devices and processes that are necessary for the performance, reliability, and availability of production systems.  This includes such things as job scheduling, fault and event management, configuration management and security, backup and recovery, virus protection, storage management, performance and capacity monitoring, and tuning.

Asset Management

There are different management requirements for different IT and business units in an organization.  It would be fair to state that there are four main constituencies that require information that use the data for different things.  These groups are the CIO, the financial office, IT operations, and the Help Desk.  In addition, asset management can be composed of one or more disciplines such as inventory, location, configuration, depreciation, software metering, moves/adds/changes, etc.  Inventory is the key to asset management.  However, it should be considered as only one piece of a more comprehensive strategy.  This strategy should ultimately  address the different constituency-specific applications and processes for the entire enterprise.

Repositories

Ideally, there should be one repository for all asset management data.  Although this is unattainable now, it is important to understand the landscape and to position an organization to be able to retain flexibility and take advantage of products and technology.  That is, to set the course for an enterprise asset management solution.  To this end, there should be a goal to narrow the number of repositories.  The industry is evolving toward two main repositories from the four outlined above.  These boundaries can be broadly classified as finance and IT based.  The State should begin to agree on the types of information required before a consolidation of asset repositories can begin to take place.

Change Management and Other Considerations

Change management is a critical piece to an overall successful asset management strategy and implementation.  Vendors are responding to this force with tighter integration between asset, change, request, and systems management.  One of the primary ways to differentiate will be a vendor’s ability to link multiple complex sources of data (e.g.  help desk tickets, warranty service, actual vs.  objective service levels, leasing and maintenance terms, software licensing, etc.).  This will allow costs to be accurately modeled for each asset thus providing the foundation for pricing services.  This software has to be balanced against cost, usefulness, convenience, and complexity.

There are benefits of integrating asset management into the help desk.  The most obvious is instant access to desktop attributes.  However, as the help desk evolves and the first call resolution becomes a greater issue at the help desk, it is important for the help desk to be informed of all the changes and financial ramifications of assets.  The ability to understand that certain changes may be impacting problems at the help desk is an essential component to an integrated help desk.

The asset management process flow, or asset life-cycle processes, can be broadly summarized as follows: procurement, installation, move/add/change, support, maintenance, and disposal.  It is very important to have an integrated change and service request system that also addresses ad hoc service requests and technical refreshes.  Asset tracking, in itself, is not a single process, but a component of various life-cycle processes.  Any event that touches an asset has the potential to corrupt the state of where an asset is and how it is configured.  Presently, there is no single tool available to accomplish what is outlined here.

Network Management Platforms

Network management platforms should assist network operators during the network life cycle.  The platform should be flexible and provide an “open-ended” approach to business solutions.  

The network management system should be cross platform capable of running on various platforms including UNIX and Windows NT, and provide the same capabilities on either platform.  Provide an  “open ended” platform capable of working with third party software for additional hardware and software application solutions.  The system should be capable of managing computer hardware prevalent at the State such as CISCO routers, Cabletron hubs, American Power Supply UPSs, and other hardware platforms.

Software and hardware support 7x24 for technical questions is necessary as well as providing automatic software updates to the network management system.  Provide setup and installation of system as well as formal and informal training.

